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Abstract of the contribution: This pCR addresses the editor’s note in annex A.1.11 and clarifies the client_id in annex B.3.1.3 of 33.180.
1. Introduction

To maintain architecture similarity between release 13 and release 14, and assuming these changes are agreed for 33.179, the same changes need to be applied to 33.180.
The editor’s note in annex A.1.11 “Privacy of MCPTT identities” is addressed and resolved by the changes below, as is clarification of the client_id in annex B.3.1.3.
Change 1: The application of integrity protection should be applied to SIP messages that contain mission critical identities and other application sensitive information even when confidentiality is not required for SIP messages.  This is to prevent alteration of the sensitive identities and application information while in transit over SIP.

Change 2: Clarification of the client_id in the Token request message which removes extraneous text.

2. pCR to TR 33.180
************************ Start of change 1 *********************************
A.1.11
Privacy of MCPTT identities

[33.179 MCPTT-A.1.11-001] The MCPTT identities of each plane shall be used within the corresponding plane and concealed to other planes.
[33.179 MCPTT-A.1.11-002] When required by the MCPTT Service provider, MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in 3GPP TS 23.179 [2], clause 8.1), shall be contained within the application plane and shall provide a means to support confidentiality and integrity of the application plane from the SIP signaling plane.

[33.179 MCPTT-A.1.11-003] When protection of identities and other sensitive MCPTT application information is NOT required by the MCPTT Service provider, the MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in 3GPP TS 23.179 [2], clause 8.1), shall remain contained within the application plane.  While confidentiality protection is not required, integrity protection should be applied.


************************ End of change 1 *********************************
************************ Start of change 2 *********************************
B.3.1.3
Token request

In order to exchange the authorization code for an ID token, access token and refresh token, the MCPTT client makes a request to the authorization server's token endpoint by sending the following parameters using the "application/x-www-form-urlencoded" format, with a character encoding of UTF-8 in the HTTP request entity-body. Note that client authentication is REQUIRED for native applications (using PKCE) in order to exchange the authorization code for an access token. Assuming that client secrets are used, the client secret is sent in the HTTP Authorization Header. The token request standard parameters are shown in table B.3.1.3-1.

Table B.3.1.3-1: Token Request standard required parameters

	Parameter
	Values

	grant_type
	REQUIRED. The value shall be set to "authorization_code".

	code
	REQUIRED. The authorization code previously received from the IdM server as a result of the authorization request and subsequent successful authentication of the MCPTT user.

	client_id
	REQUIRED. The identifier of the client making the API request. It shall match the value that was previously registered with the OAuth Provider during the client registration phase of deployment, or as provisioned via a development portal.

	redirect_uri
	REQUIRED. The value shall be identical to the "redirect_uri" parameter included in the authorization request.

	code_verifier
	REQUIRED. A cryptographically random string that is used to correlate the authorization request to the token request.


An example of a token request for MCPTT Connect might look like.

EXAMPLE:

POST /as/token.oauth2 HTTP/1.1
Host: IdM.server.com:9031
Cache-Control: no-cache
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA&client_id=myNativeApp&code_verifier=0x123456789abcdef&redirect_uri=http://3gpp.mcptt/cb
************************ End of change 2 *********************************
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